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Introduction
Fraud is a bigger problem than you think. Most growing businesses have to fend off many different kinds
of threats: competition, economic changes, and the rising costs of goods or human resources—the list
can be long. But one large threat to businesses can be a silent, looming killer—fraud.
Fraud comes in a variety of forms, including credit card and check fraud as well as employee theft. Some
of the most common types of employee fraud include stealing assets either directly or through fraudulent
billing schemes or check tampering. Some specific examples include: paying fictitious vendors,
skimming cash, claiming undue overtime, stealing inventory, or embellishing an expense account.
Regardless of the nature of the fraudulent activity, the propensity for loss is tremendous. Fraud can
threaten the stability of a business by resulting in significant financial losses. The Association of Certified
Fraud Examiners (ACFE) reports the typical business will lose an average of 7% of revenues from
employee theft alone.
Although fraud and corruption can occur in large corporations or small businesses alike, based on the
report from the ACFE 2008 Report to the Nation on Occupational Fraud & Abuse, “small businesses—
defined as those with less than 100 employees—suffered both a greater percentage of frauds (38%) and
a higher median loss ($200,000) than their larger counterparts. These findings accentuate the unique
problems in combating fraud—primarily the limited amount of fiscal and human resources available for
anti-fraud efforts—frequently faced by small organizations.” The ACFE Report includes the following
1
graphs to illustrate:

1

2008 Report to the Nation on Occupational Fraud & Abuse, by the Association of Certified Fraud
Examiners, www.acfe.com.
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The ACFE Report contains a lot of useful and interesting information. This course references only a few
charts and graphs, whereas the full report is much more comprehensive with statistics by industry, type
and size of organization and more. For more details visit the ACFE website at www.acfe.com.
In this course, we will give an overview of a few fraud statistics as they relate to small businesses, explore
internal controls and how small businesses can benefit from putting these controls in place, and finally
discuss red flags which might indicate fraud. This course is an overview and does not include every
possible scenario or control which may be possible. The intent is to provide suggestions which are
feasible for small businesses with limited staff and resources to help deter or reduce the risk of fraud. As
the business grows, their internal control procedures should as well.
As accounting professionals, we are the trusted advisor for our clients. We owe it to them to educate
them about the risks of fraud, the importance of good internal controls and how to implement them. This
course includes suggestions for how to overcome the lack of segregation of duties that is often present in
small businesses due to the lack of staff, and discusses the important role the business owner and
outside accountant can play in helping to create a good internal control environment. Red flags which
may be indications of fraud will be discussed along with numerous reports which are helpful in reviewing
and monitoring the financial records.
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Overview of Fraud Statistics
The ACFE’s 2008 Report to the Nation on Occupational Fraud and Abuse has classified fraud into three
categories—corruption, asset misappropriation and fraudulent statements defined as follows:
Asset misappropriations schemes are frauds in which the perpetrator steals or misuses an
organization’s resources.
Corruption refers to schemes in which fraudsters use their influence in business transactions in
a way that violates their duty to their employers in order to obtain a benefit for themselves or
someone else.
Financial statement fraud involves the intentional misstatement or omission of material
information from the organization’s financial reports; these are the cases of ‘cooking the books’
that often make front page headlines.
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The ACFE report further defines the frequency of fraud based on these three broad categories in this
chart:

Within the broad category of asset misappropriation, it is helpful to understand exactly which types of
fraud are most common in small organizations (as shown in the chart below from the ACFE Report).
Internal controls should be implemented to deter or reduce the risk of these schemes and management
should be aware of these to be alert to potential red flags.
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The ACFE’s report also provides descriptions of the categories of asset misappropriation along with the
median loss by category:

It is clear that asset misappropriation presents the greatest risk (but not the only risk) for small
businesses. It is also clear that the most frequent methods of fraud for small businesses surround cash
received and cash disbursements. Although, theft of inventory and payroll can and do occur, they are
less frequent than schemes surrounding cash.
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Why Should a Small Business Care About Internal Controls?
Obviously, small businesses should care about internal controls to protect their assets and reduce the risk
of fraud. Additionally, the growing awareness of fraud has caused investors and other companies to
focus on stronger internal controls at the smaller, private companies. Not that they have to spend millions
or even thousands of dollars to implement internal controls – they shouldn’t – they don’t have that
regulatory requirement. But, understanding internal controls and how they can protect themselves and
their small business is important.
Many small businesses are finding that banks or other financial institutions want to see stronger evidence
of internal controls in the companies that they lend money to, and even from their audit firms.
Reasons a small business may want to create strong internal controls:
•

Strong internal controls focus on getting the financial statements right – working on internal
controls now will address and prevent future or potential problems

•

An outside party such as an investor, banker or accountant recommendation

•

To solve present business problems and/or help prevent fraud from occurring

•

The potential to go public

•

Working with a Sarbanes-Oxley (SOX) compliant customer may require it

Good internal controls are essential no matter how small the company, for many valid reasons. Fraud
prevention, embezzlement detection, and accurate financials are all reasons to follow good internal
control practices. Implementing controls into the financial accounting software alone isn't enough to
ensure compliance; it takes some people power too. Since most small business owners have very little
accounting background, accountants are necessary to play a key advisory role in helping a business
design and implement sound internal controls. Many private companies are seeing benefits from
implementing internal control provisions relating to accountability, independent audits, internal controls
and document retention.
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Overview of Key Components for Good Internal Controls
There are several factors necessary for creating good internal controls to reduce the risk of fraud:
•

Tone at the top—management

•

Accounting system—segregation of duties, policies and procedures

•

Financial statement accuracy, compliance and review

Tone at the Top—Management
Management’s commitment to implementing internal control and how well they follow their own internal
controls sends a strong signal to all employees about the importance of internal controls, fraud prevention
and financial statement accuracy. In small businesses often management consists only of the business
owner and possibly one or two managers. Usually the owner and these managers’ background and
primary business focus are in their business and not in accounting. Often small business owners
undervalue the importance of sound financial information and take a hand-off approach to the
bookkeeping. We have even heard of small business owners tell their bookkeeper “You are in charge of
the books – I don’t want to know the details unless there is a problem.” This attitude is present in most
fraud cases perpetrated against small businesses.
As accounting professionals, we need to emphasize to our clients (the small business owner) that they
must not be too trustful of their employees or bookkeeper nor too busy to spend time to monitor their
financials on a regular basis. That is one of the best ways to reduce the risk of fraud—management
involvement and oversight.
By taking several simple steps management can reduce the risk of fraud and create a culture that
produces accurate and timely financial information.

Take an Interest in the Books
The first and single most important thing a small business owner can do is take an interest in the books.
They should ask for and review financial reports on a periodic and random basis. They should have an
idea of what these reports should look like and set a range for acceptable thresholds. They should review
any significant variances and understand what drives these variances.
This presents an opportunity for accountants to help their clients. These business owners need training
and help in learning to generate and read these reports. They also need to understand the importance of
the information they are getting and how it impacts the day to day operations of their business. An
accountant is the ideal person to help the business owner understand their financials.

Provide Oversight and Review
The second way management fosters a culture of control is by showing the employees they are checking
up on them. If an employee sees that they are left to do things with little or no oversight the opportunity to
commit fraud will soon present itself. It is important to stress that given the opportunity and the need;
sometimes even the best employee will commit fraud. Small business owners often are victims of fraud
for the sole reason that they did not understand this.
When talking with owners who have experienced fraud they will almost always tell you that it was
someone they trusted; unfortunately it is often a family member or a trusted friend. In most of these
situations the employee was seldom, if ever, checked up on or asked to provide documentation. In one
11
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circumstance, a small family restaurant determined that they could not be at the establishment the entire
time that they were open so they hired a trusted night manager. After a short period of time, this manager
began skimming off of each night’s deposits. In hindsight this could have been easily prevented or caught
much sooner if the owners had compared nightly deposits to prior period deposits (establishes normal,
reasonable thresholds), having one person receiving the cash and another person making the deposit to
the bank (segregation of duties), and reconciling the register sales to the actual cash deposited each
night (audit of sales receipts versus amounts deposited to ensure agreement between the two). In this
case the fact that the manager knew his deposits were not being reviewed presented an opportunity to
commit fraud.

Written Ethics Policy
The third item that management should strongly consider is setting up a written policy that clearly outlines
a policy for integrity and ethics. Management should make sure that this policy is well known throughout
the company. It is imperative that management sets a strong example by modeling the behavior that is
expected from their employees. If the boss is seen violating the ethics policies it quickly sends the signal
that they are not important. The boss should not take cash out of the drawer, take inventory or office
supplies for personal use, mail personal mail with the postage machine or anything else—employees then
justify their actions based on the fact that the boss does it, so it is ok for them to do the same thing.
Business owners should consider reviewing and possibly revising their policies on at least an annual
basis to adjust for changes in the working environment. Other ways to promote the policy may include
posting the policy in a prominent place in the workplace and reviewing the policy with employees during
staff meetings or annual interviews. Feedback from employees should be encouraged and can often help
owners see things that they might miss when they are not present. Employees can also be asked to sign
the ethics policy saying that they will uphold and abide by the terms of the policy. These signed ethics
policy statements should be filed in an employee’s personnel or HR file.

Random Spot Checking
The final step in management involvement is to change it up. Although there are some items such as
monthly financial reports that should definitely be reviewed on a consistent basis; management should
also choose other reports and backup documentation to spot check. They want to make sure that an
employee can never predict what they will be looking at. An employee intending to commit fraud will try to
find a predictable pattern and then exploit it. If they know someone is looking at documentation on a
regular basis, it makes it harder for them to implement a fraudulent scheme.
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Accounting System Procedures and Controls
One important step in setting up internal controls is creating accounting procedures and implementing
controls. This section provides an overview of considerations whereas later sections provide complete
details.
One consideration is determining who has access QuickBooks and which areas and functions they will be
able to access. In a small business environment the bookkeeping or accounting is often staffed with only
one or two employees. However, it is still important to give serious consideration to the areas of the
system they are allowed to access. QuickBooks will allow you to limit or even deny a user’s access to
certain areas of the system. Management should take the time to become familiar with the capabilities of
QuickBooks and to limit an employee’s access in areas that might be appropriate. As the accounting
professional, you can help management implement users and restrict access.
If the client has the benefit of a larger accounting staff, they should limit access by areas of responsibility
among staff. For example you wouldn't want someone with Accounts Payable access to be able to
balance the bank statement, or to access Accounts Receivables. Individuals who enter and process
transactions should not be given rights to set up books or configure organizational settings. No single
person in the organization (other than the owner) should have ADMIN rights to everything.
It is important to note, however that this is not the norm in the small business environment. The business
owner generally tends to think that since they are not the one with the accounting background; they
should be set-up as a user, and the bookkeeper should be the one who is setup as the administrator. This
situation allows the bookkeeper access to all critical parts of the information system and the ability to
change anything – possibly without detection. You can still set a user up with full rights to all areas (not
recommended, but could be OK if additional checks and balances are present as we have been
discussing), but not make them an Administrator. The issue with making someone an administrator is that
often it allows them to cover their own tracks, or over-ride important control provisions, (like turning off the
audit trail when they want to perpetrate a fraud).
Complete details of setting up users and access in QuickBooks are provided later in the course.

Backups of the Data File
Another important consideration to ensure accurate and complete financial reporting is establishing a
policy for archival and backup of the financial accounting database. Management should determine how
often backups should be made and then create a formal backup policy. Too often in the small business
environment the only time backups are made is when the information needs to be given to a third party.
There is no single rule for how often a backup should be made. Backups should be made based on
transaction volume. Management should consider what amount of data would be too painful to re-create
and then backup as often as they would not be willing to re-enter the data. In a business where the
bookkeeper comes in once per week and nothing is really done in between, weekly would be sufficient,
however if the bookkeeper enters a great amount of detail each day an hourly or twice-daily backup might
be appropriate.
Additionally, making backups periodically will retain transactional detail that can then be used to prove
fraud, if necessary. For example – if a bookkeeper writes checks on one day, then cashes them and
changes the payee the next day, the backup that corresponded to the first day would show the original
payee, while the later backup would show the changed payee. So backups stored offsite are not only an
important measure in both business continuance and efficiency, but also can add another level of control
in preventing fraud.
Effective backup procedures are discussed in more detail later in the course.
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Financial Statement Accuracy and Fraud Prevention
Every small business owner should consider having an outside accountant such as their CPA review their
books on a periodic basis. Since owners are often not trained in proper accounting procedures and
reporting, an outside expert review can be considered not only beneficial but also essential. CPAs can
review reports for management purposes without having to issue an opinion and can help management
find inaccuracies and inconsistencies in their financial reporting. Just like knowing that management is
reviewing their work helps to prevent fraud, knowing that an accountant will be reviewing their work will
further help to prevent potential fraud and ensure accurate financial reporting.
A small business owner should review and understand the financial statements even if they are not
accountants! Sit down with your clients and help them understand the financial statements. Encourage
them to take a seminar on understanding financial statements. Many times the owner does not take the
time to understand if his reports are complete or accurate. The small business owner needs to
understand that in producing financial documents when signing a tax return or a loan application, there is
often an explicit or implied statement that these financial statements are accurate and complete. Business
owners should take the time to ensure that they are comfortable with the numbers they are reporting.
Also, as a good accounting professional, you can help the business owner understand her financials and
ensure that she is comfortable with the numbers she is reporting to the bank or IRS. So this is just
another reason to involve a professional accountant in a review of the small business owner’s books.
Details about items to review and reports to utilize are provided later in the course manual.
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Internal Controls
Internal controls are necessary to reduce the risk of fraud. Without any controls or oversight, it is like
leaving the door unlocked with the cash register drawer open hoping that no one will steal any money.
Plus, with the additional pressure of a declining economy, the temptation can become too great for some
people if there are no controls in place.
Even employees who are honest can be tempted when they see large sums of money right in front of
them. This is especially true it the business owner has not implemented any access controls or set up
shared control over the business finances.
Also, without internal controls a business owner can never know if their information is complete, accurate
or reliable. Time should be taken to set-up, implement and review a policy of internal controls. Once the
policy has been established, management should ensure that the controls are being followed. Some of
the items to consider in creating an internal control policy are:
•

Segregation of duties – policies and procedures

•

Safeguarding of assets

•

Red flags for fraud

•

Review

Segregation of Duties—Policies and Procedures
One of the most important ways to fight—and detect—fraud in a small business is to set up shared
responsibilities for the business’ financial management. Access to financial assets and information,
including the accounting system, should be restricted and carefully controlled. Do not allow this to be a
one-person task; make sure there is a separation of duties where no single employee has too much
responsibility within the system.
Small businesses can outsource to a bookkeeping firm and/or request quarterly analyses of the financial
system by a CPA or other accounting technology expert. Within the company, it is important to divide the
financial responsibilities among the management team. For example, they can hire a part-time employee
or bookkeeper who is responsible for payroll processing only and perhaps a few other disconnected tasks
such as creating invoices or entering bills. This is highly preferable to having one person who manages all
aspects of the accounting.
It is easy to have the mentality that with a small office and only one bookkeeper, that segregation of
duties is impossible. However, it is important to remember that you don't want one person doing it all. It
just takes some time and consideration when setting up segregation of duties.
The first place to start for most small businesses is in controlling the cash. As was discussed in the
section covering management review of the books, the owner should never give up check signing
responsibility and should review the bank statement and returned checks every month for discrepancies
and odd items. (Having the bank statement mailed to the owner’s home is a great idea – it prevents
anything from being altered after the statement arrives). They then should question the bookkeeper and
ask for supporting documentation to support the items in question. This keeps in place key segregation of
cash duties. In businesses with two or more accounting staff this means that you have Accounts
Receivable separate from Accounts Payable as well.
Cash management is the greatest fraud issue because it is one of the easiest ways to commit fraud.
Management should take particular interest in understanding how cash is received, recorded in the
books, deposited and then used to pay vendors. The owner should monitor all cash receipts and cash
15
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disbursements to make sure that they make sense. They should look at source documents behind these
inflows and outflows. Some simple and practical ways to implement these in a small business include:

Cash Receipts and Accounts Receivable
•

When cash comes in the door, the cash or checks should be logged onto a slip for deposit.
Sometimes this means you can have the receptionist open the mail, log the checks (make a copy
of the log) and give to the bookkeeper to enter in the books. Then, the bookkeeper can make the
deposit to the bank. Except in the case of collusion, having two people involved means that they
cross check one another and eliminates most cash receipt fraud. The owner should then check
the log and compare it against the deposit made.

•

Some banks are now offering check scanning capabilities where the checks can be scanned at
the office and immediately deposited into the account. The images of the checks can then be
maintained electronically. This can also integrate with QuickBooks to automatically record
payments received.

•

In retail stores, offer customers a cash reward (ie $5) if they are not given a receipt. This forces
the employee to enter the sale into the register and monitor the number of voided transactions.

•

All write-offs or credit memos should be approved in writing by Management and filed with the
original invoice.

Cash Disbursements and Accounts Payable
•

All requests for check or cash disbursements should include a copy of the original invoice or
receipt. The invoice should clearly show what is being purchased and the amount. Specify the
individual (by title, not name) who is authorized to approve cash or check disbursements.

•

Consider having check signing thresholds that require two people to sign the checks in excess of
those thresholds. Appropriate threshold depends on company and the amount material to that
company.

•

Consider the use of purchase orders for purchases over a certain amount. This threshold would
vary depending on the size of the business. All purchase orders should be approved and then
matched up with any incoming invoices and receipt of the goods and/or services. Invoices without
a pre-approved purchase order would not be authorized for payment until reviewed and
authorized by management

•

Create an approved vendor list. This prevents employees from setting up their friend or relative
as a vendor, who then sends in legitimate-looking bills to be paid. Create a policy whereby
management must approve a vendor before any business can be done with that vendor.

•

Check signors (either one signor or two) should not the people who are preparing the checks.
When reviewing the checks for signing, compare the check amount, payee to supporting
documentation - i.e. invoice, purchase orders, item receipt.

•

Print out a check register of all checks paid and verify completeness. Make sure that all checks
per the register have been reviewed and signed and that there are no additional checks.

•

Have someone other than the one who prepared the checks mail the checks. Checks mailed by
the same person could get "lost" and "replaced" but perhaps to a different payee than was
authorized! This can be accomplished in an easy way by having the check signer also put the
checks and the stubs into the vendor envelopes and then seal them for mailing. Then give them
to the postman when he comes. This prevents the AP person from changing a check after it has
been signed.

•

Consider the use of an online bill paying system. If this is used make sure that the business
owner is the only one authorized to finalize payment, and that it is password-protected with a
password that only the business owner knows.
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•

Avoid issuing "emergency" checks! If absolutely necessary, create a log for such checks and
require receipts being brought back to support the check and review frequently.

•

If an employee is sent to a store such as Costco or an office supply store with a blank check to
purchase supplies, upon returning the employee should submit a receipt that shows the items
purchased and the total tying to the amount of the check. This eliminates the ability of the
employee to purchase personal items on this blank check. A common form of fraud involves
making small personal purchases in addition to the authorized supplies in amounts that wouldn’t
raise questions just by the amount of the check and then not turn in the receipt. Over a period of
time these purchases can quickly become significant. Better yet – get a company credit card and
tie receipts into the statement. Review the statement for completeness. Question missing receipts
– if necessary, request a copy from the vendor.

•

Employee reimbursements for supplies, travel, meals and other than business expenses should
be submitted in a standard format and all receipts should be attached. Management should
review and approve all reimbursements before being paid. In addition, a policy regarding
reimbursement of travel and meals, etc should be established and all employees required to read
and sign it, so as to prevent abuse. It is recommended that employee reimbursements be
processed through with payroll.

•

If petty cash is used, a petty cash ledger should be maintained and receipts attached for outflows.
In QuickBooks, you can set up a Petty cash account as a bank account. When the petty cash
fund needs replenished, you enter a check to record the expenditures. Petty cash should be
reconciled monthly and the reconciliation and receipts reviewed by management.

Credit (or Debit) Cards
•

Require receipts for transactions—do not just download transactions.

•

Have separate cards for different users for accountability.

•

Reconcile accounts monthly.

Bank Statements/Activity
•

The actual bank statements should be sent to the owner’s home address. The owner should
open and review the bank statements each month.

•

The owner should be accessing online accounts to monitor activity on a regular basis.

•

If possible, have someone other than the person who writes the checks perform the bank
reconciliation. It may be advisable to outsource the monthly reconciliation procedures.

Payroll
This is often a company’s biggest expense, so pay attention. It's also a very easy way to commit fraud in
a loose, uncontrolled environment. Look for phantom employees, unapproved overtime, extra hours over
and above what was expected, unapproved pay raises, loans that somehow do not get paid back, etc.
•

Management should know what the expected payroll dollar amounts are, in total. Question
anything above that amount immediately. For example, if the normal payroll is $25,000, and one
comes in at $27,000, question the extra amount immediately. Conversely, if normal payroll is
$25,000 and the hourly employees’ workload has been lower than normal, question if that payroll
comes in at $25,000 (it should be lower due to less hours worked).

•

Have documentation for any changes to payroll rates...such as a status change form. Ensures
changes are made accurately and with authorization. Status form should be signed by the
business owner and kept in the employee’s permanent HR file, to serve as a documented paper
trail.
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•

Timesheets should be created and approved before payroll is paid. QuickBooks allows you to
print Timesheets and they include a signature line for approval. Ideally a supervisor who is
familiar with the amount and type of work being performed should be the one to review the
timesheets before being sent to the accounting department for processing. If overtime is worked –
have the supervisor or business owner sign off on the overtime.

•

If reasonable, consider installation of an integrated time clock system. Time theft is one of the
most significant forms of employee fraud. The use of a time clock that integrates with the
accounting software is one of the best ways to prevent time theft.

•

If payroll is outsourced, you still need to be concerned. Pay particular attention to new employees
or changes. Have good documentation procedures for how these items are submitted. Watch for
phantom employees (usually only an issue in larger companies where an owner may not know
the names of each employee.)

•

Whether in-house or outsourced review registers and physical checks. Review the register for
total employee count, hours worked (no unusual 200 hour workweeks), and salary changes.
Many providers will have a changes report. Look at that too and make sure it makes sense.

•

Have someone else deliver the checks or use direct deposit.

•

Consider using Intuit Online Payroll if you want to keep payroll separate from the QuickBooks
financial software.

Inventory
•

Ideally, Purchase Orders should be created and matched with Item Receipts. Then, accounts
payable should match the bill from the vendor to the Item Receipt prior to approval for payment.

•

Documentation should be created and maintained for all requisitions of inventory.

•

Inventory should not be taken without proper paperwork. Any inventory taken for samples,
donations or discarded due to damage or obsolescence should be properly documented and
approved. Then an inventory adjustment should be entered into QuickBooks.

•

If employees are allowed to purchase inventory, a form should be created and approved to
document when inventory is purchased by the employee.

•

Physical inventories should be taken to identify differences between perpetual and physical
inventory. Inventory Adjustments should be made as needed to write off obsolete inventory.

Fixed Assets
Many times in a small business, the only list of fixed assets that is maintained is the one prepared by the
CPA for tax purposes. Such a relaxed approach to fixed asset management can result in opportunity for
theft. Fixed assets represent a significant investment of a company’s resources and should be treated
that way. If the CPA does maintain a fixed asset list, the owner should get a copy of this list at least
annually and keep track of all additions and deletions on a monthly basis. Periodically depending on the
size of the company and the value of the assets, a physical inventory of all fixed assets should be taken.
Depending on the number and complexity of the assets they may want to consider the use of bar-coding
and scanning software to help in the inventory. Once taken any unexpected changes to the list should be
researched and addressed. Also important to note – be sure to obtain insurance on all fixed assets in
case of fire or theft.
It is advisable for small businesses to maintain their own fixed asset item list in QuickBooks and not just
rely on the list maintained for tax purposes. When fixed assets are purchased, they should be recorded
on the Fixed Asset Items List in QuickBooks indicating the details of the asset purchased as shown in the
screen shot below. This provides improved accountability and monitoring of fixed assets.
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Other Various Controls to Safeguard Assets
•

Locking doors, registers, offices, file cabinets, blank checks and more

•

Restricting access when and where possible

•

Passwords and firewalls on computers

•

Using security cameras (even fake cameras can deter some criminals)

•

Background checks for all employees hired

•

Listen to customer/vendor complaints – they could be an indication of a problem
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Red Flags for Fraud
Some working situations create an environment where fraud is more likely. Small business owners should
be aware of these situations and should try to control the working conditions to try and reduce the
opportunity for fraud. These include:
•

Inadequate training of employees

•

Poor employee compensation

•

Unreachable goals or deadlines

•

Management’s lack of commitment to controls

•

Disorganization of work area

•

Close association with key employees, customers or vendors

•

No attention paid to details

•

Little or no review of employees work

•

Lack of physical controls inside a company

•

Lack of Information System access controls

These situations are not necessarily indications that fraud is being committed, but rather that an
opportunity to commit fraud or make material mistakes exists. There are additional warning signs that
may be more of a “red flag” that fraud is happening; these include:
•

Employee’s behavior changes significantly. For example someone who is usually on time begins
to be late, a clean person becomes disorganized, or a usually social person withdraws from coworkers.

•

An employee begins to take a lot of “personal” calls on their cell phone, and takes these calls out
of the office (in the parking lot, or lobby, for example)

•

Employee has high personal debt or other financial pressures such as excessive medical bills

•

Employee appears to be living a lifestyle that does not fit their current income level

•

Excessive use of drugs or alcohol and/or excessive absences due to this use.

•

Employee job dissatisfaction

•

Significant outside pressures from home or other obligations

We have discussed extensively the fact that management should be reviewing financial information and
the importance of doing so. The following items address more specifically what items or types of
transactions a business owner may be looking for:
•

Irregularities in time – Are there journal entries in the middle of the month that are usually made
at month end; entries on Mondays that should be made on Fridays, etc?

•

Irregularities in frequency – Do you usually only offer discounts to customers once a month and a
review shows they are showing up weekly? Are there too many credit memos? Should deposits
be made daily and they are missed a couple of times a month?
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•

Irregularities in amount – Are the amounts being paid to the office supply store more than they
usually are, or is the average daily deposit too low?

•

Review balance sheet account balances to determine if they appear to be over or understated

•

Transactions are not being entered in a timely manner

•

Transactions are being recorded in an incorrect accounting period

•

Transactions are being classified to incorrect accounts

•

Lack of original documentation for transactions – for example
o

Transactions do not have sufficient documentation or approval

o

Pre-signed checks come back without proper receipts

o

Employee reimbursements are excessive, increasing consistently and don’t have
adequate supporting documentation

•

Missing inventory, office supplies, or physical assets

•

Excessive credit memos or adjustments for either Accounts Receivable or (debit memos)
Accounts Payable

•

Common or insider names on customer or vendor lists

•

Duplicate payments or invoices

•

Be sure to look for other signs that may be significant for your industry or particular business:
o

An example in the plumbing industry would be a lot of “broken” supplies being booked to
jobs – this is usually a sign that plumbing supplies are being bought for a job in excess of
what is really needed, then taken home to use on side jobs. The excess and stolen
supplies are then booked to the job at work as “broken”. Usually you will see a pattern of
who is doing this.

o

An example in the restaurant industry might be a lot of “returns” – this can sometimes
indicate employee theft of food.
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Review and Oversight
Because the business environment is constantly changing the internal control policies we have discussed
should be reviewed for thoroughness and adjustments should be made from time to time.
Changes that may affect the internal control policies may include:
•

Increase or decrease in number of accounting staff,

•

Changes in accounting staff’s training, or personnel.

•

Changes in accounting software including upgrades or a new accounting package, and Changes
in technology available such as online banking to help with financial processes.

All of these changes and many others that we have not addressed can significantly alter the internal
control needs of a company. Many times these changes are positive, but they still need to be addressed
and implemented into the internal control policy. At a very minimum, the policy should be reviewed on an
annual basis; however it should be reviewed anytime any change to the financial environment of the
company would be considered significant.

Suggested Areas of Review Include:
Daily
Deposits – Daily monitoring of cash, check and credit card deposits helps to monitor cash flow and will
alert management to changes or fluctuations in deposit amounts. Often in a small business there are not
enough personnel to separate the duties of receiving cash and making the deposits. A management
review of daily deposits and (if applicable) corresponding daily sales reports will help to offset the risk
involved in a lack of segregation of duties over the handling of cash.
Company Snapshot – The Company Snapshot (as shown below) is new for QuickBooks 2009. If the
data file is current, it provides a good overview of the status of the company’s key financial affairs in one
convenient location. The Company Snapshot allows the business owner or management to review
account balances, accounts receivable and accounts payable quickly along with an income and expense
graph and reminders list.
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Weekly or Bi-Weekly:
Check registers and signing of checks – Often clients are tempted to add their bookkeeper as a check
signer to their account. They have demands out of the office and want the bookkeeper to be able to keep
the bills paid without them having to run back to the office all of the time. This raises the risk of fraud
exponentially. One way to keep the control of signing checks and keep things moving smoothly is to
consider on-line bill pay service where the owner executes the payment transactions himself.
The staff can enter bills and payments as usual and then management can authorize payment online
from any place at any time that is convenient for them. Online bill pay also introduces another level of
control for both employees and outside people who may handle checks. Online bill pay also puts the
responsibility for the check getting to the intended recipient on the financial institutions you are using and
eliminates all chance of employee fraud after the transaction has been sent.
In the case of paper checks that are printed, signed and mailed, these checks should be reviewed after
they come back from the bank, as part of the Bank Reconciliation. This will catch a check that has been
altered after it was signed.
Accounts Receivable reports – Management should review these reports for collections, billings and
write-offs. This will also help to monitor cash flow but will also alert management to other frauds such as
unauthorized write-offs. One common form of fraud involves customers paying in cash. If the employee
who is receiving the cash also has rights to create credit memos on the customer’s account, they can
simply create an “authorized” credit and then pocket the cash. A review of all credit memos would prevent
this.
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Payroll registers – should be reviewed for unauthorized overtime, raises and bonuses. Paychecks
should be checked against time cards to make sure that time paid is for actual time worked. Later in the
presentation, we’re going to talk in detail about good internal controls over payroll.
Monthly
Financial statements – At a minimum the monthly Profit and Loss, Balance Sheet and Statement of
cash flows should be reviewed. It may also be beneficial to include percentages and compare these
amounts to previous periods
Budget to actual reports – Monthly review of budget variances will help management quickly spot
problem areas. It will also help the company in making sound operating and financing decisions.
Bank statements – If the accounting staff is limited and it is difficult to separate key accounting duties
managements; review of the bank statement is critical. Ideally the bank statement should be sent to the
owner’s home or some other address where the owner will be the one to open the statement. Ideally,
management (or another employee than the bookkeeper) should be the one to perform the monthly bank
reconciliation – if this is not possible, then Management should carefully review and sign off on the
completed bank reconciliation every month. Asking spot questions like “what is this entry? Or “What is this
bank fee for?” Or – “have we contacted the customer to get this NSF check resolved?” will go a long way
in alerting the bookkeeper that Management is watching and adding that additional level of review over
the main thing that all businesses care about – CASH. Online banking also allows for the owner to review
the statements and easily reconcile the account.
Key reconciliations for AR/AP. Review bad debt details or other write-offs.
Unusual entries to system and all entries greater than a threshold.
Additional reports which may be useful are detailed later in the course.

24

Internal Controls for Small Businesses to Reduce the Risk Fraud

How to Implement Internal Controls in QuickBooks
QuickBooks is designed to be used by small businesses that need powerful software, but also ease of
use and an intuitive interface. Luckily, QuickBooks features very strong internal controls that can be easily
implemented by a knowledgeable accountant.
QuickBooks contains strong internal control features that, when properly implemented and used in
conjunction with appropriate management oversight, can provide small business owners and managers
with reasonable assurance in the accuracy and completeness of their books. It is important to remember
however that the software cannot do it alone – management must stay involved in and review the books.
To fully protect confidential business information, there should be strong access restrictions in place.
Those access restrictions will protect the business not only from outsiders, but also from employees. If
numerous employees use the financial management software, the access restrictions in the software
become even more critical. Multi-user environments pose an increased risk of employee fraud or breach
of confidentiality.

Restricting Access to the Application and Data Files—User Names and
Passwords
The best way to fight employee fraud is by setting appropriate access privileges within QuickBooks Pro,
QuickBooks Premier or QuickBooks Enterprise Solutions. This allows you to limit access for specific
employees to specific tasks, including payroll processing and reporting. QuickBooks helps you separate
access to financial transactions and reports with its user permissions and controls.
By using this feature, you have the ability to give employees permission to effectively do their jobs, yet
still protect sensitive information.
Use these controls to distribute the workload and keep up with growth in the business. You have the
control over what you allow people to do in the QuickBooks Company file. Using permissions and roles
will not only reduce worry about fraud, but it will also keep employees focused on the areas assigned to
them.
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Admin User
From the Company menu, select Set Up Users… If this is the first user to be established for the
company, then by default this user will be the QuickBooks Administrator, as shown below.
NOTE: We recommend reserving the Administrator user for the business owner while
creating another user for the owner to use on a daily basis. Even though the business
owner may not be in the file as often as the bookkeeper, it is important that only the owner
have administrator rights to the file. All other users should be set-up with their own user
ID and Password, even if you are granting them full rights access. This is because an
Administrator user can always over-ride any rights assigned to them and change any
company preferences.

The Administrator has access to all areas of QuickBooks; in fact, the Administrator is the only user who
has access to all areas of QuickBooks and therefore there can only be one user with Administrator rights
per company. Accordingly, great care should be taken in determining the individual who will be assigned
this User Name. In most cases, the Administrator should be either one of the business owners, the
CFO/Controller, or even someone outside of the company such as the company’s CPA. In all cases, the
User Name of the Administrator should be changed from “Admin” to one clearly reflecting the user –
usually the Administrator’s first name and last name. (Note: The Admin user should not be used on a
regular daily basis as explained later).
Additionally, a strong password should be established for the Administrator; a strong password is
generally considered to be one that is at least eight characters in length; contains alpha, numeric, and
special characters; is not a word found in a dictionary; etc.
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External Accountant
External Accountant is a new type of user. An External Accountant is a powerful user type that can
access all areas of QuickBooks except sensitive customer data, such as credit card numbers. If you log in
as an External Accountant, you can separate the changes you made during a review from the changes
made by your clients, including the administrator.
If you are logged in as an External Accountant user, you can access the Client Data Review feature in the
Pro and Premier editions of QuickBooks. Client Data Review is always available in QuickBooks
Accountant Edition. If you are performing a review at your client's location, you can use your client's
edition of QuickBooks to perform a review, if you are logged on as an External Accountant. This feature is
not available if you are logged on as the administrator.
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Other Users
Once the Administrator User Name and password have been established, individual User Names and
passwords should be established for each and every other user. To initiate this process from the
Company menu select Set Up Users and then click on Add User and enter the User Name and
password as shown below.

Clicking Next opens the screen to Set up user and password (as illustrated previously in the section on
External Accountant) which controls what rights may be assigned to this user. In most cases the second
option – Selected areas of QuickBooks – should selected so that specific rights may be assigned on an
as-needed basis. Depending on a user’s specific job responsibilities, rights may be assigned in up to ten
distinct areas:
1.
2.
3.
4.
5.
6.
7.
8.
9.

Sales and Accounts Receivable
Purchases and Accounts Payable
Checking and Credit Cards
Inventory
Time Tracking
Payroll and Employees
Sensitive Accounting Activities
Sensitive Financial Reports
Changing or Deleting Transactions – the answer to this one will vary based on the individual’s
level of authority within the company. The safest answer is “no” if you are unsure.
10. Changing Closed Transactions – the answer to this one should in almost all cases be “no” since
this will allow a user to change results for prior, closed, periods.
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As mentioned previously, some QuickBooks functions can be performed only by the user with
Administrator rights. For example, only the Administrator can change Company Preferences, with the
exception of the Closing Date and Closing Date Password which can be changed by anyone with
Sensitive Accounting Activities rights.
NOTE: As a precaution against accidental changes, it is wise for the user with Administrator rights
to maintain a second user profile. This additional profile – without Administrator rights – would be
used to log in to QuickBooks to perform everyday tasks. When necessary, the user would log in to
QuickBooks with the Administrator profile to perform those tasks requiring Administrator rights;
once these tasks are completed, the user returns to the “regular” profile for routine functions.
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QuickBooks Enterprise Solutions
QuickBooks Enterprise Solutions offers the ability to have up to 30 users and allows for much greater
flexibility and control in setting up the rights and access for these users. Some of these features include:

Advanced User Permissions & Custom Access Levels
Give employees access to the information and activities they need to do their jobs, without exposing the
data to accidental or intentional misuse. For example, you can give a user access to use the check
register but restrict his access to payroll to prevent him from viewing payroll checks. QuickBooks
Enterprise will obfuscate the payroll check entries so he can continue to use the check register without
seeing the payroll checks.
•

Allow or restrict users to access over 115 individual reports, bank accounts, lists and activities in
QuickBooks Enterprise

•

Customize each user's access level to
o View-only
o Create
o Modify
o Delete
o Print

•

View the permissions report (an example is below) to know which users have access to what
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Predefined User Roles
QuickBooks Enterprise Solutions comes with fifteen (15) predefined roles. These are roles with preset
access to areas and activities based on the functions most commonly found in a business. The
predefined roles are:
The predefined roles in Enterprise Solutions are:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Accountant
Accounts Payable
Accounts Receivable
Administrator
Banking
External Accountant
Finance
Full Access
Inventory
Payroll Manager
Payroll Processor
Purchasing
Sales
Time Tracking
View-only

Using roles, you can define a user’s permission in extreme detail. For example, in one area the user may
have permission to view information, but not create, modify, or delete. In another area, the same role may
have permission to view and create but not modify or delete.
To set up good checks and balances, you need to divide responsibilities and tasks. For example, a
recommended practice is to have one employee who enters invoices and another employee who enters
receipts/credits. You should avoid having the same user process both of these transaction types.
If preferred, the administrator can add new roles to the list. In that case, it is advisable to start by
duplicating an existing role. Once the role is duplicated, you can modify the duplicate role to suit your
specific needs. Using this approach, you leave the existing roles intact but can save yourself work by
borrowing permissions from an existing role.
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After you set up roles in Enterprise Solutions, you can create users. When you create a user, you assign
a role and a password to the user. You can create, edit, and delete users as necessary. Once your
permissions are set up, you can print a very useful report on the permissions granted to each user. Using
this report will help you identify modifications you want to make to any given role. The report lists all the
areas and activities in QuickBooks Enterprise Solutions for which you can assign permissions, along with
a column for each user and that user’s permission for each area.
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Always-on Audit Trail Controls
One of the most important tools QuickBooks software offers to company owners for internal control is the
use of the audit trail. Once individual user profiles have been established in QuickBooks, the
effectiveness of the Audit Trail Report as an internal control procedure is increased significantly. The
Audit Trail is always on in QuickBooks and the Audit Trail Report provides a summary to the Administrator
of all QuickBooks transaction activity answering three essential questions:
1. Who added/edited/deleted the transaction?
2. When was the transaction added/edited/deleted?
3. What were the relevant details of the transaction, i.e., date, amount, accounts, names, etc.?
If there are changes to any of the information in the list below, the change will create an entry in the Audit
Trail:
•

Transaction date

•

Document number

•

Payment terms

•

Sales rep

•

Shipping date

•

Modifying user

•

Account

•

Class

•

Associated name

•

Amount

•

Quantity

•

Unit price

•

Item

•

Payment method

•

Due date

•

Reconciliation status

•

Posting status

•

Billed date

•

Transaction type

•

Line-level discount information

QuickBooks logs all transaction changes in the Audit Trail Report. The Audit Trail Report – shown below
– is selected under the Accountant & Taxes section of the Reports menu. Only the Administrator and
those users with Sensitive Financial Reports rights can access the Audit Trail Report.
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As shown above, the Audit Trail Report provides a record of every transaction entered into the data file,
including details such as when a transaction is changed and the nature of the change. At a minimum, it is
suggested that a business owner or other responsible person examine the Audit Trail Report on at least a
weekly basis, looking for any suspicious activity.
•

Examples of such activity include unauthorized bad debt write-offs or other credits to customer
accounts, journal entries to cash accounts, or changes to the payee on checks.

•

Another example of something to watch for might be customer invoices being deleted. This could
indicate that an employee received cash from the customer, and then deleted the invoice so
he/she could pocket the cash.

At least two potential issues exist with utilizing the Audit Trail Report as a cornerstone of internal control
in QuickBooks installations. One is that the report can become quite voluminous and is not easily filtered
within QuickBooks to find transactions meeting certain criteria. To effectively resolve this issue, users may
export the Audit Trail Report to Excel and, when exporting from QuickBooks, turn on Excel’s AutoFilter
feature. To do so, open the Audit Trail Report in QuickBooks, click Export… at the top of the window and
click the Advanced tab of the Export Report window. Then check the box labeled “AutoFiltering (allows
custom data filtering)”, as shown below.
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Exporting the Audit Trail Report to Excel with AutoFilters enabled adds Excel’s drop-down filtering
capabilities to the report, allowing it to be filtered easily on virtually every column, as shown below. This
allows you to find activity by individual user, by date and more.
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Voided/Deleted Transactions Report
QuickBooks also gives you a Voided/Deleted Transactions report. You can use the Voided/Deleted
Transactions Report to easily review changes and detect errors. This report is similar to the Audit Trail,
but shorter and somewhat easier to use. This is an important report as it deals solely with voided or
deleted transactions. This report can help shine a light on devious activity, as deleting a transaction
should be a rare occurrence in your accounting system and is a common activity associated with fraud. If
you notice that a particular person has deleted multiple transactions, take note and investigate.
For example, here’s a real-world fraud case that involved an employee who modified deposits to steal
money owed the business:
This particular business provided music and art lessons to students. The employee would accept
a customer payment, and then post the payment to the customer account. The employee would
then enter a discount on the Receive Payments window offset to some catch-all account such as
Opening Balance Equity, an account that has a significant overstated or understated balance for
most companies. Cost of Goods Sold and income accounts carry large balances, too, so
employees may try to bury activity in the detail of those accounts as well.
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Previous Reconciliation Reports
Another key way to detect fraud is to keep accurate banking and credit card reconciliation reports and
carefully review the reconciliations. QuickBooks Premier and Enterprise Solutions allow you to prepare
Previous Reconciliation reports for any prior period. However, QuickBooks Pro only provides the most
recent previous reconciliation report. These static Previous Reconciliation reports (stored as Adobe PDF
files) show the exact detail of your cleared and uncleared transactions that were marked when performing
reconciliations. This report can be coupled with the Reconciliation Discrepancy report that allows you to
track all of the changes users make to reconciled transactions.

This is important for internal controls, because the person doing the bank (or credit card) reconciliation
should be different from the users/employees who enter cash disbursements (e.g., checks, bill payments,
sales tax payments, paychecks, and payroll liability payments) and banking deposits—especially for
deposits that contain customer payments.
If there are fraudulent activities around the disbursement of cash, the user performing the bank (or credit
card) reconciliation will be in a position to detect this fraud. If users attempt to modify transactions that a
user reconciled—after the reconciliation is completed—their changes will post to a very specific report.
Also the beginning bank balance on the bank reconciliation window will no longer tie to the bank.
The person doing the reconciliations can refer to the static reports to show that the accounts did indeed
tie to the bank at the time of the reconciliation. The company can use a combination of the static bank
reconciliation reports, the Previous Reconciliation Discrepancy report, the Voided/Deleted Transaction
report, and the Audit Trail report to locate the exact actions of the fraudulent users and which user
performed the action.
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Controlling Transactions in Closed Periods
Preventing new transactions from being posted in closed periods and preventing existing transactions in
closed periods from being changed or deleted has long been a major concern of many QuickBooks users.
However, implementing effective internal control in this area can be relatively easy and effective. A fourstep approach will be utilized to prevent transactions in closed periods from being added, edited, or
deleted without appropriate authorization:
1.
2.
3.
4.

Set the Closing Date
Establish a Closing Date Password
Restrict access to prior periods when user profiles are created
Utilize the Closing Date Exception Report

The Closing Date is the date through which the books are deemed to be closed; it can be any date, but is
usually set to be the last day of a month, quarter, or year. With the Closing Date set, whenever a user
tries to enter, edit, or delete a transaction in a closed period, the user is warned that the transaction will
impact a closed period and is prompted to confirm that this is the desired outcome. To set the Closing
Date, access the Accounting Preferences window and enter the Closing Date, as shown below. Note that
only the Administrator user or a user with Sensitive Accounting Activities rights can change the Closing
Date.

In addition to setting the Closing Date, the Closing Date Password should be established. Once the
Closing Date Password is established, only those who know this password are allowed to enter, edit, or
delete transaction in periods deemed to be closed by the Closing Date.
With the Closing Date Password established, whenever a user attempts to enter, edit, or delete a
transaction in a closed period, the user is prompted to enter the Closing Date Password. If the user enters
the correct password, the transaction impacting the closed period can be completed; if the user does not
enter the correct password, the transaction cannot be completed.
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For obvious reasons, only a very small number of persons should know what the Closing Date Password
is for a given company. And, should the Closing Date Password ever become compromised, it should be
changed immediately.

An additional measure of internal control preventing transactions in closed periods from being changed or
deleted centers on the rights granted to each QuickBooks user. When establishing user rights, by not
granting a user the right to change or delete transactions in closed periods, as shown in the image below,
the user will not be able to change or delete any transaction in a closed period even if the user knows the
Closing Date Password. If this is applied to all user profiles, then the only user who will be able to change
or delete transactions in closed periods is the Administrator. Note, however, that this right does not
extend to entering new transactions in closed periods; that is, as long as a user knows the Closing Date
Password, then new transactions can be entered in closed periods. This is why it is important that only
users that should be properly making adjustments to closed periods should know the closing date
password.
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One very effective internal control measure to assist in detecting which transactions may have been
entered, edited, or deleted in closed periods is the Closing Date Exception Report. Similar in design to
the Audit Trail Report, the Closing Date Exception Report provides a summary of all transactions dated
on or before the Closing Date that were added, changed, or deleted after the Closing Date was
established. Accessed by selecting Reports, Accountant & Taxes, and Closing Date Exception
Report from the menu, this report also provides a record of every time the Closing Date was changed,
as shown in below.
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Using Reports to Detect Billing Scheme Frauds
2

Among the more common forms of fraud committed against small businesses involves billing schemes .
Examples of these schemes include:
•

Perpetrators cause fictitious invoices from non-existent vendors to be paid; the perpetrator (or
their friend or relative) actually receives the payment.

•

Paying invoices on multiple occasions or in inflated amounts; the perpetrators then receive and
cash the refund checks.

•

Paying for purchases from vendors that were for products used personally.

In some cases, utilizing a purchase order system will prevent these types of fraud from being committed;
however, in many small businesses this is unlikely as purchase order controls typically depend on
segregation of incompatible duties to be successful. Unfortunately this will not be the case for many small
businesses, including many of those running QuickBooks. Therefore, attention should be directed to
detective control measures, including careful and critical reviews of key reports.
Examples of QuickBooks reports that can be useful in detecting billing scheme frauds include:
•

Transaction List by Vendor

•

Check Detail

•

Audit Trail

•

Purchases by Vendor Detail

•

Purchases by Vendor Summary

•

Purchases by Item Summary

•

Purchases by Item Detail

•

Open Purchase Orders

•

Budget vs. Actual

In addition, more experienced users may want to examine using third-party software to write even more
specific reports that Open Database Connectivity (ODBC) connections to query the QuickBooks database
for details not available in standard QuickBooks reports. For example, a report could be written in Excel to
report all payments made to vendors where the vendor has been added to the Vendor List within the past
3
ninety days.

2

According to the 2004 Report to the Nation on Occupational Fraud and Abuse, billing schemes account
for 33% of all reported occupational frauds for small businesses. Additionally, the median loss to
businesses for billing scheme frauds was $140,000.
3

Such a report would be dependent upon establishing an ODBC connection between QuickBooks and
Excel. To do so, an ODBC driver such as QODBC would be required. For more information, visit
www.qodbc.com or www.flexquarters.com
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Using Reports to Monitor Bad Debt Write-offs
As with billing schemes, it will often be necessary to utilize QuickBooks reports to monitor bad debt writeoffs and other adjustments to customer accounts. Without careful monitoring of these types of
transactions and in the absence of segregation of duties, it might be possible for an employee to receive
a customer payment, keep it for personal use, and write-off the customer payment as a bad debt, or
simply delete the customer invoice if the employee’s permissions allow them to do so.
Perhaps one of the best reports to do this, in addition to the Audit Trail Report, would be a Journal. In its
standard format, a Journal is a listing of all transactions occurring during a given time frame. To view a
Journal, select Reports, Accountant & Taxes, and Journal from the menu. Next, filter the report to
show only Credit Memo and Journal transactions by selecting Modify Report and clicking the Filters tab.
Under the Filters tab, set Transaction Type to Selected Transaction Types and then select Credit Memo
and Journal from the drop-down list as shown below.
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Budgetary Controls
Budgets should play a major role in internal control procedures in virtually every company, including those
utilizing QuickBooks. Effective budgetary control can provide early warnings to business owners and
managers when key business objectives are in danger of not being met. To that extent, QuickBooks
supports entry of budget data and reporting of actual results compared to budget numbers. Entry of
budget data is initiated by selecting Company, Planning & Budgeting, Set Up Budgets from the menu.
Monthly budget data is entered on an account-by-account basis in the spreadsheet grid depicted in the
image below. Notably, this data can be entered for balance sheet accounts as well as income statement
accounts and can be further segmented by customer or class if so desired.

Budget reports are accessed from the Reports menu by selecting the Budgets & Forecasts option. One
of the more effective reports is the Profit & Loss Budget vs. Actual report which depicts monthly and
annual budgeted data, actual results, and both dollar and percentage deviations. Business owners and
managers should monitor this report very closely for negative or unexpected trends.
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Customer Credit Card Protection
QuickBooks allows you to protect not only your business finances, but other important information such
as your customer’s credit card numbers. The software gives you several layers of customer credit card
protection, which include using complex passwords to access credit card numbers. It also includes a new
report, the Credit Card Audit Trail report that tracks usage, including the viewing, of customer credit card
numbers.
If you process credit cards using QuickBooks Merchant Services or if you store credit card information in
the Payment tab of the Customer Setup window in QuickBooks, you need to comply with security
standards governed by the PCI DSS (Payment Card Industry Data Security Standard). Failure to do so
could result in severe fines if the credit card information should fall into the wrong hands.
The QuickBooks Customer Credit Card Protection feature requires the QuickBooks administrator user to
enter a complex QuickBooks password that is at least seven characters and includes at least one uppercase letter. To comply with PCI DSS, QuickBooks will prompt you to change the password every 90 days.
When you select the Company drop-down menu and then select Customer Credit Card Protection,
QuickBooks asks if you want to enable Customer Credit Card Protection and then displays the window
shown below. When you setup the more complex password, you also enter a challenge question and
answer.

Note: You can set up complex passwords for additional users with access to credit card information.
However, you cannot use the QuickBooks Customer Credit Card Protection Feature to regulate the
passwords for these users. Instead, the administrator can either reset each user’s password or can set an
office policy requiring users to change their passwords every 90 days—to comply with PCI DSS.
The Customer Credit Card Audit Trail tracks each time a QuickBooks user enters, displays, edits, or
deletes credit card information. The report also tracks each time a QuickBooks user makes changes to
the QuickBooks Merchant Services subscription. Only the administrator can view the Customer Credit
Card Audit Trail, and QuickBooks does not allow you to filter or memorize the report. Also, the Customer
Credit Card Audit Trail is available only if you enable the customer Credit Card Protection feature.
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Understanding Key Preferences
Many QuickBooks preferences have internal control implications; accordingly due care and consideration
should be given whenever establishing or changing preferences for a QuickBooks data file. In this
section, some of the more relevant preferences regarding internal control are reviewed.

Accounting Preferences
As a guideline, most QuickBooks companies should activate all of the Accounting Preferences, with the
possible exception of Use class tracking.
Some of the more significant Accounting Preferences are Require Accounts, Automatically assign
general journal entry number and Warn when posting a transaction to Retained Earnings.
Note – we can’t think of any legitimate daily transaction that should be posted to Retained Earnings, so
letting the bookkeeper know to stay away from this account is probably a good thing.
Activating Require Accounts prevents users from accidentally posting transactions to either
Uncategorized Income or Uncategorized Expense. Automatically assign general journal entry number
is a good practice. Warn when posting a transaction to Retained Earnings provides a warning
message to users when attempting to post a transaction to Retained Earnings, though the transaction
may still be posted, if desired. (Again, educating the bookkeeper is the best line of defense here.)
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General Preference
Many company-level Preference settings in QuickBooks help to protect your business from fraud. One
preference to pay particular attention to is Save all transactions when printing. By ensuring that all
transactions are saved when printing, you can avoid specific types of fraud. Here’s an example of how
fraud could occur if a user/employee could print a transaction without saving it:
An employee could create and print an invoice to a customer, and then send it (or hand it) to the
customer, but never hit “save” in QuickBooks. So when the customer pays the business for the
services or goods, there is no record of the transaction anywhere in the financial management
software. The employee can then pocket the money, and the transaction goes undetected. The
upside is that QuickBooks always saves paychecks as they are printed. But for other
transactions, such as invoicing, the Save When Printing feature has to be specified as a
Company Preference in the software.
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Checking Preferences
Among the key Checking Preferences is Warn about duplicate check numbers. Generally, this
preference should be activated to provide a warning that a check number is about to be used on multiple
occasions. The warning generated is a “soft” warning; that is, the duplicate check number can still be
used. Also, other key preferences related to internal control include the ability to specify default accounts
for paychecks and payroll liabilities.
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Integrated Applications Preferences
QuickBooks provides the ability for third-party software applications to access and interact with
QuickBooks data files. Examples of such applications would include those which generate magnetic
media filing of Forms W-2 and 1099. However, most companies do not utilize such applications;
therefore, the recommended setting for these companies is to check the box labeled Don’t allow any
applications to access this company file or you may allow access to Intuit Statement Writer, Fixed
Asset Manager or others as needed. Failing to control access to the QuickBooks data file through this
setting can lead to unauthorized access to the data file and occupational fraud.
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Items & Inventory and Bills Preferences
There are a number of significant preferences related to Items & Inventory and Bills. Key preferences in
this category include:
•

Warn about duplicate purchase order numbers.

•

Warn if not enough inventory quantity on hand (QOH) to sell.

•

Warn if item quantity exceeds QOH less quantity on Sales Orders.

•

Warn about duplicate bill numbers from same vendor.

For maximum internal control, each of these preferences should be activated, as shown below.

49

Internal Controls for Small Businesses to Reduce the Risk Fraud

Sales & Customers
As with Purchases & Vendors Preferences, a number of key Sales & Customers Preferences impact
internal control. The two most significant among these are Warn about duplicate invoice numbers and
Warn about duplicate Sales Order numbers. For maximum control, both of these preferences should
be activated as shown below, thereby reducing the possibility that a form number is used on multiple
occasions.

There are other preferences impact internal control in a QuickBooks installation and the preceding
discussion is not intended to be a complete review of all preferences or even those that impact internal
control. Rather, this is intended to provide some insight into those preferences that have the greatest
impact on internal control in a QuickBooks setting and provide recommended settings for these
preferences. The QuickBooks Administrators and other users are strongly encouraged to understand the
impact of all QuickBooks preferences, including those labeled My Preferences and make adjustments as
appropriate based on individual circumstances.
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QuickBooks: Online Banking and Bill Pay
Online account access lets your clients manage their cash (and credit cards) in the same place where
they keep track of it—in QuickBooks. They won’t have to leave their desk or even pick up the phone to
perform the following various functions—such as:
•

See which checks have cleared

•

View the current balances for all online bank accounts

•

Transfer funds between accounts at the same financial institution

•

Apply for online banking services online

•

Transmit Bill Payments to your financial institution for payment

•

Download credit card transactions

Financial institutions provide different levels of online banking service. Some do not offer it at all. Others
provide enhanced services, such as allowing QuickBooks to transfer money between two online
accounts. Check with your financial institution to see what services it offers. Some offer Web connect that
allows you to download transactions into a file and import them into QuickBooks. Others offer Direct
connect (for a fee) which allows automatic downloading of transactions into QuickBooks and you can
initiate transactions (ie payments to send) from within QuickBooks too.
The use of online banking will allow the small business owner to stay more involved with the day to day
cash transactions and the vendor bill payments. It will also allow business owners more flexibility to where
they can work on their business. And, they can have complete control over what payments get made to
what vendors. But it is important that the owner maintains an active role and does not allow the
bookkeeper (or anyone) full access without proper controls and oversight.
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Monitoring Due Dates with Reminders
Missed due dates for tax return filings, tax deposits, even customer, vendor, or employee meetings can
be minimized by effectively using the Reminder List. Configuring the Reminders Preference allows users
to specify when Reminders are displayed and how much detail is provided when the Reminder is
displayed.

In addition to QuickBooks-generated Reminders, user-defined Reminders can be created through the To
Do Notes function. For instance, a To Do Note could be created for a customer, job, vendor, or employee
reminding a business owner of a key task or event. The To Do Note will appear in the Reminder List,
based on the Reminders Preferences as shown above.
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Verify Data Integrity
QuickBooks software offers an important tool that will allow your clients to ensure that their data integrity
remains intact. To run this important tool, click on FILE…UTILITIES and then click on Verify Data
Integrity. If data has lost integrity the Rebuild Data tool can then be run through the same menu.
Another feature in QuickBooks is that when you are backing up QuickBooks you can select an option to
verify data integrity whenever the backup is made. This may slow down the backup process slightly but
will help to ensure overall system integrity

QuickBooks Auto-update
After Intuit releases a new version of its software, their quality engineers stay dedicated to making sure
the product has all of the features and controls it needs. Periodically throughout the year they may
release a free downloadable update to the software. This update may change the performance of the
software or fix a small bug. In either case it is important to make sure that your clients download and
install these updates. QuickBooks has made this easy through the Auto-update feature. To make sure
this feature is turned on. First go to the Help menu and click Update QuickBooks. The Update
QuickBooks window will appear. Next click the Options tab, finally make sure that Yes is selected for the
Automatic Update Option. For this option to work, you do need to be connected to the internet.
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Effective Backup Procedures
Businesses of all sizes should implement effective backup procedures to safeguard against catastrophic
4
loss of data. Small businesses, including those running QuickBooks, are no exception to this rule.
5
Unfortunately, empirical evidence suggests that many small businesses don’t backup their data at all.
Backups should always be stored offsite. Too many times clients keep their only backup in the drawer
next to the computer; or even worse they only backup to the hard drive. In the case of fire or other
disaster; the backup would be destroyed along with the original data. The backup should be taken home
or stored in a safe deposit box instead.
QuickBooks users should strongly consider using an off-site backup option. QuickBooks offers an online
backup service as an add-on service which ensures the data is backed up on a regular basis to an off-site
location. This will help eliminate the issues of the backup not working, not being made at all, or being
destroyed in the event of a disaster.
For those QuickBooks users who will continue to backup data locally, a few key points are worth
reviewing.
•

A backup schedule acceptable to the individual business should be established and followed.
(Think about how much data it would be acceptable to have to re-enter, and plan the schedule
around that number of transactions – typically daily or weekly.)

•

Backup media should be stored off-site

•

At least three different generations of backup media should be utilized

•

Backup media should be replaced periodically

•

Backups should be tested periodically to verify that files can be restored in the event of a loss of
data

•

Duplicate back up methods may be advisable

Regardless of whether data will be backed up over the Internet via an on-line backup service or backed
up locally to CD, or other media, small business owners and managers should pay very careful attention
to this issue and ensure that key business data – including QuickBooks data – will be available when it is
required.
In QuickBooks, the data file should also periodically be verified and rebuilt to ensure the integrity of the
database to prevent data corruption issues encountered in large databases. It should be done on a
periodic consistent basis. A good recommendation is to run this verification and rebuild each month after
the bank reconciliation is complete. Running data verification often will allow the software to alert you of
any problems with the database and give you the opportunity to fix them while they are still small.

4

According to U.S. DataTrust, 90% of all businesses that lose their data are out of business within two
years.
5

The number of small businesses that do not backup their data at all was estimated at forty percent in a
study by Gartner.
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Choose the file type based on how you will use the file.
Use a backup copy to protect against accidental loss of data.
A backup contains everything you need to re-create your company file and QuickBooks environment,
including all of the QuickBooks files (templates, letters, logos, images, and so on) related to your
company file. In case of accidental loss or damage, you can use the backup file to restore your company
data. Unlike a portable file, a backup file is very large and cannot be e-mailed. It is not recommended as a
means of moving company data, unless you have a new computer and need to move all of your related
files as well.
Use a portable company file to e-mail or temporarily move your data.
A portable company file is a compact version of your company file, small enough to send by e-mail or
save to portable media. A portable file contains only your company file financial data. Unlike a backup file,
it doesn't contain related files such as letters, logos, images, and templates. It also doesn't contain a
transaction log (.tlg file) which can be used to restore transaction data with the help of Intuit Technical
Support, if damage or loss occurs.
Use an Accountant's Copy to exchange files with your accountant.
With Accountant's Copy you can work on your company file at the same time as your accountant. You
continue to work with your company file, while your accountant makes adjustments to a special version of
the company file called an Accountant's Copy. Changes made by the accountant can later be imported
into your current company file.

55

